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Linux%%
1. 3T &, VI3 H P N Firoot

File Edit View Search Terminal Help

[tom@localhost Desktop]$ su - root
Password:
[root@localhost ~]# |}

35 rootF F

2. U2 IPSec VPN /i L f
TR
T #kIPSec VPN F iy A4
RedHat/CentOS 6417 &4t | & itk
http://dl.fedoraproject.org/pub/epel/6/x86 64/vpnc-0.5.3-4.el6.x86_64.rpm
RedHat/CentOS 3247 &4t | & ik
http://kartolo.sby.datautama.net.id/EPEL/6/i386/vpnc-0.5.3-4.el6.i686.rpm

‘22 1PSec VPNES - i 14
RedHat/CentOS 64/ 2%%: rpm -ivh vpnc-0.5.3-4.el6.x86_64.rpm
RedHat/CentOS 327 &%t: rpm -ivh vpnc-0.5.3-4.el6.i686.rpm
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7
RedHat/CentOS & 4 : yum install vpnc
Ubuntu &R 4t : apt-get install vpnc
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5. & %IPSec VPN

B Y 61.144.43.67
HEMH 222.203.101.2

NERVPN AV PR ASES D 172.16.1.26

guoguixin@ubuntu:~5% [su root

Password:

root@ubuntu: /home/guoguixin# vpnc

Enter IPSec gateway address: 172.16.1.26
Enter IPSec ID for 172.16.1.26: VPNC

Enter IPSec secret for VPNC@172.16.1.26:
Enter username for 172.16.1.26: |student
Enter password for student@l72.16.1.26:
VPNC started in background (pid: 4603)...
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root@ubuntu: fhome /quoguixin# ifconfig

the

Link encap:Ethernet HWaddr @0:0c:29:61:f9:8f

inet addr:192.168.31.128 Bcast:192.168.31.255 Mask:255.255.255.0
ineté addr: fe80::20c:29ff:fe61:f98f/64 Scope:Link

UP BROADCAST RUNNIMG MULTICAST MTU:15080 Metric:1

RX packets:821 errors:® dropped:® overruns:® frame:®

TX packets:655 errors:® dropped:® overruns:® carrier:0
collisions:® txqueuelen:10800

RX bytes:101612 (101.6 KB) TX bytes:85952 (85.9 KB)

Link encap:Local Loopback

inet addr:127.0.8.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:314 errors:0 dropped:® overruns:® frame:0
TX packets:314 errors:0® dropped:® overruns:® carrier:0
collisions:0® txqueuelen:®

RX bytes:39742 (39.7 KB) TX bytes:39742 (39.7 KB)

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:172.17.63.170 P-t-P:172.17.63.170 Mask:255.255.255.255

UP POINTOPOINT RUNMING NOARP MULTICAST MTU:1412 Metric:1

RX packets:21 errors:0 dropped:® overruns:® frame:0

TX packets:44 errors:0 dropped:® overruns:® carrier:0

collisions:® txqueuelen:500

RX bytes:2434 (2.4 KB) TX bytes:5759 (5.7 KB)
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g' PuTTY Key Generator K ‘1_8_~

File Key Conyersions Help

Key
No key.

#A (Load) RGEE

iR 45 (Y Private Key
Actions
Generate a public/private key pair / [ Generate ]
Load an exsting private key file / [ Load ]
Save the generated key Save public key Save pavate key
Parameters
Type of key to generate:
(") SSH-1(RSA) © SSH-2RSA SSH-2 DSA () SSH-2 ECDSA

Number of bits in a generated key: 2048
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File Key Conyersions Help
Key

Public key for pasting into OpenSSH authorized_keys file:

sshsa -
AAAAB3NzaC lyc2EAAAABIWAAAQEAMIO VebBSI82d UnRivAbz6eNJE3L2ZLmel E
+Eb0bm+ww5 Olyb 7TW4h KuAIVAUAVG2JEZd2TGIwbn T9e 86aE0a —
+tMw88Zer8Gjein/NB7sW TONBKO8qlqH TmrVe+t XviSJp HFgSVHE AN Sk JqKS Syt 6at 01
ojsk MZR4nUBb2WD +30TWCRATL2mBb/H+JzrxRJIXQrwwELRQ21Y

Key fingerprint: sshvsa 2048 12.57:4c.cb:46:cc:39:67 26 bce9.6953:23:27a0

Key comment: imported-opensshkey

Key passphrase:

Confirm passphrase:

Actions REALY

Generate a public/pivate keypar  save private key |  Genete |
Load an existing prvate key file i hoad ) |
Save the generated key | Savepubickey || Savepivatekey |
Parameters

Type of key to generate:

(") SSH-1 (RSA) @ SSH-2RSA ) SSH-2DSA ) SSH-2 ECDSA

Number of bs in a generated key: 2048
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' PuTTY Configuration

Category:
8- Sesmn Basic options for your PuTTY session |
T L”:I""g the destination you want to connect to
5 E"m” oo Host Name (or IP address) Port
o s . '

Uwindaw ,’%&IP ©)Raw () Telnet () Riogn @ SSH ()| Serial

Appearance )
- Beh Load, save or delete a stored session jl:h ﬁ}
. Translation Saved Sessions “«oon
-+ Colours Default Settings Load |
- Connection
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& Teminal ~| [ Optonscontroling SSH autherticaton |
Keyboard
Bel | 7] Bypass authentication entirely (SSH-2 only)
P V! Display pre-authentication banner (SSH-2 only)
(= Window ;
Authentication methods
‘M‘m".'“ V] Attemgt authentication using Pageant
SR "] Attempt TIS or CryptoCard auth (SSH-1)
.- Selecion V] Attempt “keyboard-interactive™ auth (SSH-2)
Colours
4 : Authentication parameters
Data g/ [Tl Alow agent forwarding
Proxy || Allow attempted changes of usemame in SSH-2
Telnet Private key file for authentication:
Rlogin D: _Browse... |
- SSH — |
Kex
o Ash |
4 FAFEHRH
Tunnels Bl
Bugs =
Aot Help Qpen oo
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ssh -i xxxx.id xxxx@172.16.22.11

AU S e L 2 B R600, BT Ar A2 T

chmod 600 xxxx.id
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